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The Project4wi r el ess update system involves a col
running Microsoft Windows XP) located at each of the NH State Police troop stations, and a selection of
NHDOT fuel stations. Each remote update server is connected to an 802.11g wireless access point (AP)
at the remote site. NH State Police cruisers can “ u p d @xthenge files) wirelessly with any of these
remote servers at any time via the Project54 update application which is part of the in-cruiser software
system. In turn, the remote update servers all “ u p d éexcharige files) via a variety of wired network
connections with a single top level server in Concord once each day during the early morning. In
essence, the in-cruiser computers are able to “ u p d @xchenge files) asynchronously with the top level
server. This document describes the resources put in place to assist in monitoring the health of the
collection of remote update servers, and in the case of remote update server system failures to assist in
identifying the probable point of failure.

The monitoring system provides information in two distinct ways. First, the top level server manages an

html page which shows the synchronization status of each of the remote update servers (figure 1). This
web page can be accessed from anywhere on the NHDS network at the URL:

http://10.56.2.123/WirelessUpdates/RemoteServerStatus.htm

The monitoring system also generates Windows Event Log events and SNMP traps when remote server
update errors occur or when expected server
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NHDS-Project54 Wireless Update System
Remote Server Status

[Test Now Host Name I[P Address IConnect Date |Connect Time |[Disconnect Time [Update Status |AP Status

nhdsgarage | |10862122 2009-06-10 00:59:55 01:00:15 OK OK

dist | |172205245 2009-06-10  [o1:05:29 10810 oK oK

Test| [shed224 | 1172203245 2009-06-10  01:23:09 01:24:19 0K 0K
shed526 | 17220502 2009-06-10  [01:05:14 01:07:14 0K oK
troopa | 104921120 009-06-10  [08:42:04 08:42:37 oK Error
troopb | [104922120 2009-06-10  [01:08:59 01:1037 oK oK
troopc | [104923120 2009-06-10  [01:40:03 01:42:02 oK oK

Test| |troopd | |104924.120 2009-06-10 01:20:09 01:22:22 OK OK
troope | |104925120 2009-06-10  [01:27:39 01:2923 0K oK
troopf | 104926120 2009-06-10  [02:20:17 02:22:12 0K oK

Test| |unhprojects4 10.56.1.151 2009-06-10 08:3321 08:34:26 OK [Error
Test shed527 10565137 2009-06-09 152153 153910 OK [Unknown

When performing a server test, the response may require several seconds ... please be patient.

Report problems to: tom.miller @unh edu

(3 @ Intermet Homs -

Figure 1. The main server status summary page.
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Figure 1 shows a typical status page with 12 known servers. The number of servers is expected to grow
to approximately 40 over time, but this will not impact the basic layout or functionality of the server
monitoring page. Each row in the table represents a different known remote update server. The Host
Name column shows the logical name assigned to the remote update server. The IP Address column
shows the last IP address used by the remote update server to connect to the top level server. Note that
the logical name is the unique identifier of the remote update server within the system. The IP address of
a remote update server can be changed if necessary without impact. The Connect Date column shows
the date on which the remote update server last connected to the top level server. Since the remote
update servers all connect during the early morning hours, this date should generally be the current date
for a properly functioning system. The Connect Time column shows the time at which the remote update
server last connected to the top level server. The Disconnect Time column shows the time at which the
remote update server subsequently disconnected from the top level server. The total elapsed time
required to complete the file transfers to/from the remote update server can be easily determined from
these two columns. The Update Status column shows the completion status of the last update session.
Finally, the AP Status column shows the last known status of the wireless access point at the remote site.
The AP status information is obtained from the remote update server during an update or test operation,
and thus the information is at least as old as the last update or test involving that server.

In the table in figure 1, the listings for three of the remote update servers are indicating problems. Both
of the servers troopa and unhproject54 indicate failed attempts to ping the associated wireless access
point. In this case, both of these failures were induced artificially as part of the testing process for the
status monitoring software. Server shed527 indicates a missed update. Its most recent update is indicated
as occurring on 2009-06-09, while all of the other servers updated on 2009-06-10 (presumably the
current date for the table). In reality, this was a new server which was configured initially from
headquarters on 2009-06-09 but had not yet been deployed at the remote site. Note that the elapsed time
for the update on 2009-06-09 was 18 minutes (much longer than the others) since this was the first data
update of the remote update server after installing and configuring the software.

Generally, it is highly likely that a remote server is healthy if it completed an update successfully on the
current day and reported an OK status for the corresponding wireless access point. Once a server has
been configured and installed correctly, the most common modes of failure have been a loss of power to
the server or a loss of the IP route between the remote server and the main NHDS network. Both of
these scenarios would obviously result in a failure of the remote server to connect to the top level server
as is normally expected. However, there are two additional failure scenarios which are less likely, but
certainly possible. First, the remote update server software module which accepts connections from
mobile clients could be in a failed state, even if the software module which connects to the top level
server is operational. Second, the 802.11 radio transmitter or receiver could be faulty, even if the AP is
powered up and communicating correctly with the remote update server.

The buttons in the Test Now column of the table are provided to test the various failure modes for the
corresponding remote update server, with the exception of the last mode mentioned above. It is not
possible to test the actual 802.11 radio operation from the hard network side when no wireless network
mobile client is present. Pressing one of the test buttons triggers the top level server to collect the results
of four tests relative to the corresponding remote update server. After a pause of a few seconds (during
successful tests) to about 30 seconds (during unsuccessful tests) the user will be redirected from the test
summary web page to a web page showing the detailed results of the four tests (figures 2 and 3). The
browser back button can be used to return to the summary table. However, this table is actually updated
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niserverstatus.exe - Windows Internet Explorer
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Project54 Remote Update Server Test

06/08/09 13:36:23 Testing remote server nhdsgarage at 10.56.2.122

Test 1: SNMP ping of address 10.56.2.122

Pinging 10.56.2.122 with 32 bytes of data:

Reply from 10.56.2.12 2 time<lms 8
Reply from 10.56.2.122 2 time<lims 8
Reply from 10.56.2.12 2 time<lims 8
Reply from 10.56.2.122 2 time<lims g

Ping statistics for 10.56.2.122:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

Test 2: Client synch with server nhdsgarage at 10.56.2.122

Project54 Remote Server Test Connection

2009/06/08 13: Contacting server.

2009/06/08 13: Client: version 20061212

2009/06/08 13: No files requested for upload

2009/06/08 13: NetRecvFile: File downloading to c:\TransferClient\client\data\P54-Test\APPingtest\pingap.txt
2009/06/08 13: NetRecvFile: File downleoading to c:\TransferClienticlient\data\P54-Updates\Update\sync\lastupdate.txt
2009/06/08 13: CheckFiles succeeded

2009/06/08 13: Mirroring files to \

2009/06/08 13: MirrorDirectory: dir to create \P54-Test

2009/06/08 13: MirrorDirectory: dir to create \P54-Test

2009/06/08 13: MirrorDirectory: dir to create \P54-Test\APPingtest
2009/06/08 13: MirrorFile: Writing \P54-Test\APPingtest\pingap.txt
2009/06/08 13: MirrorDirectory: dir to create \P54-Updates

2009/06/08 13: MirrorDirectory: dir to create \P54-Updates

2009/06/08 13: MirrorDirecteory: dir te create \PS54-Updates)\Update
20098/06/08 13: MirrorDirectory: dir to create \P54-Updates

2009/06/08 13: MirrorDirectory: dir to create \P54-Updates)\Update
2008/06/08 13: MirrorDirectory: dir to create \P54-Updates\Update\sync
2009/06/08 13: MirrorFile: Writing \P54-Updates\Update\sync\lastupdate.txt
2009/06/08 13: Files were mirrored successfully

2009/06/08 13: Transfer complete

Test 3: Timestamp for last update of remote server nhdsgarage at 10.56.2.122

2009-06-08 00:10:01

Test 4: SNMP ping of wireless access point from remote server nhdsgarage at 10.56.2.122

Hon 06/08/2009
11:45 aM

Pinging 10.147.84.54 with 32 bytes of data:

Reply from 10.147.84.54: bytes=32 time=Ilms TTL=255
Reply from 10.147.84.54: bytes=32 time<ims TT 55
Reply from 10.147.84.54: bytes=32 time<ims TTL=255
Reply from 10.147.84.54: bytes=32 time<ims TTL=255

Ping statistics for 10.147.24.54:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = Oms

Test 1 - The SNMP ping test verifies both that the network connection is intact between the main server and the remote server. and the fact that the remote server
computer is runming.

Test 2 - The update client test verifies that the update server software on the remote server is responding properly to client connections. It does not verify the
health of the wireless access point at the remote server location.

Test 3 - This test shows the date and time of the last successful update between the remote server (acting as an update client) and the top level server. as received
from the remote server.

Test 4 - The access point (AP} SNMP ping test verifies that the network connection is intact between the remote server and its 802.11 AP, and that the AP is
powered and running. This does not guarantee that the 802.11 radio portion of the AP is operational. This test is not live. The test is performed at prescheduled
times, as indicated by the time stamp preceeding the results.

Projecti4 - tom miller @unh edu

Dane

€ Internet H100% v

Figure 2. A successful remote server test result page.
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Project54 Remote Update Server Test

06/08/09 13:37:26 Testing remote server unhproject34 at 10.56.1.153

Test 1: SNMP ping of address 10.56.1.153

Pinging 10.56.1.153 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 10.56.1.153:
Packets: Sent = 4, Received = 0, Lost = ¢ (100% loss),

Test 2: Client synch with server unhprojects4 at 10.56.1.153

ProjectS4 Remote Server Test Connection
2009/06/08 13:38:24 Unable to cOnnect to Server

Test 3: Timestamp for last update of remote server unhproject34 at 10.56.1.153

Project54 Remote Server Synch Date Not Received

Test 4: SNMP ping of wireless access point from remote server unhproject34 at 10.56.1.153

Project54 Remote Server Access Point Test Data Not Received

computer is running,
health of the wireless access point at the remote server location.
from the remote server

times, as indicated by the time stamp preceeding the results.

Praject34 - tom miller @unh. edu

Test 1 - The SNMP ping test verifies both that the network connection is intact between the main server and the remote server, and the fact that the remote server
Test 2 - The update client test verifies that the update server software on the remote server is responding properly to client connections. It does not verify the
Test 3 - This test shows the date and time of the last successful update between the remote server (acting as an update client) and the top level server. as received

Test 4 - The access point (AP) SNMP ping test verifies that the network connection is intact between the remote server and its 802.11 AP, and that the AP is
powered and running. This does not guarantee that the 802.11 radio portion of the AP is operational. This test is not live. The test is performed at prescheduled

Dione

[ €D Inkernat #100% -

Figure 3. An unsuccessful remote server test result page.

during the test and it may be necessary to use the page refresh functionality of the browser to see the

updated table.

Each of the four tests probes the remote update server in a different manner. This should help in
localizing the source of any remote server related failures. A block diagram of the update information
flow through the system (from the top level server through the remote update servers to the mobile
Project54 clients) has been attached to this document as Appendix A for reference in tracing problems.
Similarly, a block diagram of the remote update server hardware configuration has been attached to this

document as Appendix B for reference in tracing problems.

The first test is a simple

S NMP frgmithe tgp legefserverh e  r e n

This test verifies the basic IP path between the top level server and the remote update server without
involving Project54 specific software. Figure 2 shows a successful response to thistest(Re p |l y )f r om
while figure 3 shows a failed response (Request timed out). If this test fails, either the IP connectivity to
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the remote update server has been lost or the remote update server computer is not running. Obviously,
in either case the subsequent three tests will fail as well and the results of these subsequent tests should
be ignored. To resolve this issue of no basic IP response, the network path to the remote site should first
be verified. Next, the running state of the remote update server computer should be checked, as well as
the network connection between the computer and the remote network switch/router. If all other factors
are correct, the remote update server computer should be rebooted.

In the second test, the top level server actually acts as a client (hamed servertest) to the remote update
server, mimicking a mobile client (this test configuration is not shown explicitly in Appendix A). The
client software attempts to connect to the remote update server and perform an update (in this case an
exchange of two small files). Figure 2 shows a successful response to this test (Contacting server é
Transfer Complete) while figure 3 shows a failed response (... Unable to connect to server). If this test
is successful the update server software on the remote update server is accepting and processing client
connections correctly. If the IP ping test (test 1) succeeds and this test fails, the file transfer server
service running on the remote computer has failed. The remote update server computer should be
rebooted.

The third test just shows the date and time of the last successful update of the remote update server. This
is essentially the same information as in the summary table listing, except that this update time is

relativetother e mot e update server’s c¢clock, while the t

levelserve r ° s ¢l oc k. Figure 2 s howWG39-08-089010:@lewhikef u |
figure 3 shows a failed response (... Synch Date Not Received). Note that this test will necessarily fail if
either of the first two tests fails, and should never fail if the second test succeeds.

The fourth test returns the result of SNMP pings from the remote update server to the attached 802.11
wireless access point. This test verifies the basic IP path between the remote update server and the
directly attached access point (Appendix B) without involving Project54 specific software. There are
three possibilities for the results of this test. Figure 2 shows a successful response to this test (Reply from
10.147.84.54) while figure 3 shows a failure to get a response (¢ Test Data Not Received). The third
possibility is the true AP error condition, in which case the results will look similar to those in figure 3
for the first test (Request timed out) since both tests involve standard SNMP pings. Note that these ping
attempts are automatically performed by the remote update server at periodic intervals (approximately
once every 15 minutes). The beginning of the response (test 4 in figure 2) shows the actual date and time
at which the test pings were performed. Note that this test will necessarily return Test Data Not Received
if either of the first two tests fails. If AP ping results are returned but indicate Request timed out, the
wireless access point has failed or lost power, or the direct network cable connection between the remote
update server computer and the access point has failed. The access point has its own DC power supply
and power cord (see appendix B). Power cycle the access point by unplugging it and plugging it back in.

Note that the last test above verifies that the wireless access point is powered and is communicating
correctly with the remote update server computer; however, the test does not verify the actual radio
operation of the 802.11 access point. It is possible for the 802.11 radio transmitter or receiver
electronics within the access point to fail or hang without negative impact on the wired network
operation of the access point. The 802.11 radio operation can only be verified at the remote site by
attempting to connect from a properly configured NHSP cruiser or via the special laptop PC which was
configured at UNH specifically to test Project54 wireless update sites. As in the previous test, if the
access point appears to not be operating correctly, the first action should be to power cycle the AP.

5
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Windows Event Log Events

In addition to maintaining the server status web page described above which can be viewed at any time,
the top level file transfer server (10.56.2.123) software generates a variety of Windows Event Log
events in the standard Windows Application Event Log. These events can be viewed via the standard
Windows Event Viewer, which is accessed via the Administrative Tools within the Windows Control
Panel. The following events are defined (arguments filled in with example values):

Source: P54FileTransfer Type: Warning Event ID: 5401 Category: Missed Update
Description: Missed Update: 2009-06-09. Server: troope 10.49.25.120. Last Update: 2009-06-08.

Source: P54FileTransfer Type: Error Event ID: 5402 Category: Failed Update
Description: Failed Update: 2009-06-09. Server: troope 10.49.25.120.

Source: P54FileTransfer Type: Information  Event ID: 5403 Category: Normal Update
Description: Normal Update: 2009-06-09. Server: troope 10.49.25.120.

Source: P54FileTransfer Type: Error Event ID: 5404 Category: Failed AP
Description: AP Ping Failed: 2009-06-09. Server: troope 10.49.25.120.

A variety of third party tools are available for automating the monitoring of specific Windows Event
Log events (to enable sending email in response to specific event log messages, etc.). Such tools could
be used to form the basis of a procedure for automatically alerting a responsible person when errors
occur (events 5401, 5402, and 5404). These three error events should never happen during normal
operation. Event 5403 represents a normal update and will generally be posted once each day for each
remote update server. Events 5402, 5403, and 5404 are posted at the time that the corresponding logical

event occurs. A “missed update” never actual

known remote update server that has not yet updated that day.
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SNMP Traps

The Windows OS provides a built-in mechanism for mapping specific Windows Event Log events to
SNMP traps (via utilities evntwin and evntcmd). These have been used to map the three error events
described above (events 5401, 5402, and 5404) to SNMP traps. These traps are ad-hoc and are not
defined in a MIB, so it will be necessary to use tools associated with the specific SNMP trap monitoring
software to create corresponding definitions as needed by that software. The trap details are shown in
Appendix C of this document, as captured by a generic SNMP trap sniffer. This should assist in the
necessary configuration of the monitoring tool.

Currently, the Windows SNMP Trap Service is disabled on the top level server (10.56.2.123). In order to
send SNMP traps to a specific monitoring tool elsewhere on the network, the following configuration
steps must be completed on the server, using the Services snap-in.

At: Start -> Control Panel -> Administrative Tools -> Services

1. Enable and start the Windows SNMP Trap Service.
a. Right click the SNMP Trap Service and select Properties.
b. Set Startup type to Automatic.
c. Press Start and then OK.

2. Direct the Windows SNMP Service to send traps to the desired IP address.
Right click the SNMP Service and select Properties.

Select the Traps tab.

Press Add under Trap destinations.

Enter the IP address of the target computer/trap monitoring tool.

Press Add, Apply, and then OK.

®o0 o
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Project54 Remote Update Server Components

Appendix B
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Appendix C: SNMP Trap Details

M

I

/I This trap represents a failed update

/I (an error during the update process)

I

M

1"

/I Trap Specific ID: 3221361946

/I note: 3221361946232 =-1073605350

1"

/I Enterprise OID: 1.3.6.1.4.1.311.1.13.1

// .15.80.53.52.70.105.108.101.84.114.97.110.115.102.101.114
1"

/I enterprise = .iso.org.dod.internet.private.enterprises.microsoftteare.13.1
// .15.80.53.52.70.105.108.101.84.114.97.110.115.102.101.114
1

/I source IP =10.56.2.123

1

[T

1

/I Variable: .13.1.9999.1.0

/I value: Hex encoded logical error message from Windows event log
/1 Variable: .13.1.9999.6.0

/I value: Date update failure occured

/I Variable: .13.1.9999.7.0

/I value: Logical name and IP address of remote server

1

M

Incoming Trap:

generic =6

specific =1073605350

timeStamp = 2695111696

enterprise = .iso.org.dod.internet.private.enterprises.microsoft.software.13.1
.15.80.53.52.70.105.108.101.84.114.97.110.115.102.101.114

agent =10.56.2.123

source IP =10.56.2.123

community = public

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.1.0

value = String <0x46><0x61><0x69><0x6¢><0x65><0x64><0x20><0x55><0x70><0x6
4><0x61><0x74><0x65><0x3a><0x20><0x32><0x30><0x30><0x39><0x2d><0x3M»Ak35
<0x32><0x31><0x2e><0x20><0x53><0x65><0x72><0x76><0x65><0x72><0x3a><0x20><0x73><0
X68><0x65><0x64><0x32><0x32><0x34><0x20><0x31><0x37><0x32><0x2e><0x32><0x30><0x2
e><0x33><0x2e><0x32><0x34><0x35><0x2e><0x0d><0x0a>

variable = .iso.org.dod.interhprivate.enterprises.miasoft.software.13.19999.2.0

value = String Admin

variable = .iso.org.dod.internet.private.empeises.microsoft.software.13.2999.3.0
value = String P54DATASRV

variable = .iso.org.dod.internet.private.enpeises.microsoft.softwar.13.19999.4.0
value =String 1

variable = .iso.org.dod.internet.private.empeises.microsoft.software.13.9999.5.0
value = String 2

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.6.0
value = String 20a%-21

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.7.0
value = String shed224 172.20.3.245
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M

I

/I This trap represents aissed update

/I (remote server did not contact top server)

I

M

1"

/I Trap Specific ID: 2147620121

/I note: 2147620121232 =-2147347175

1"

/l Enterprise OID: 1.3.6.1.4.1.311.1.13.1

/I .15.80.53.52.70105.108.101.84.114.97.110.115.102.101.114
1"

/I enterprise = .iso.org.dod.internet.private.enterprises.microsoft.software.13.1
/l .15.80.53.52.70.105.108.101.84.114.97.110.115.102.101.114
I

/l source IP =10.56.2.123

I

I M

1

/I Variable: .13.1.9999.1.0

/I value: Hex encoded logical error message from Windows event log
[l Variable: .13.1.9999.6.0

/I value: Date update was expected but did not occur

/I Variable: .13.1.9999.7.0

/I value: Logical name drnP address of remote server

[l Variable: .13.1.9999.8.0

/I value: Date last update occured

1

[T

Incoming Trap:

generic =6

specific =2147347175

timeStamp = 2695111696

enterprise = .iso.org.dod.internet.private.enterprises.microsoft.software.13.1
.15.80.53.52.70.105.108.101.84.114.97.110.115.102.101.114

agent =10.56.2.123

source IP =10.56.2.123

community = public

variable = .iso.org.dod.internet.péte.enteprises.microsoft.software.13.9999.1.0

value = String <0x4d><0x69><0x73><0x73><0x65><0x64><0x20><0x55><0x70><0x6
4><0x61><0x74><0x65><0x3a><0x20><0x32><0x30><0x30><0x39><0x2d><0x30><0x35><0x2d>
<0x32><0x31><0x2e><0x20><0x53><0x65><0x 7265€Bx65><0x72><0x3a><0x20><0x74><0
X72><0x6f><0x6f><0x70><0x61><0x20><0x31><0x30><0x2e><0x34><0x39><0x2e><0x32><0x3
1><0x2e><0x31><0x32><0x30><0x2e><0x20><0x4Cc><0x61><0x73><0x74><0x20><0x55><0x70>
<0x64><0x61><0x74><0x65><0x3a><0x20><0x32><0x30><0x303<0828><0x30><0x35><0
x2d><0x32><0x30><0x2e><0x0d><0x0a>

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.2.0

value = String Admin

variable = .iso.org.dod.internet.private.enterprises.microsoft.sofeas3.19999.3.0
value = String P54DATASRV

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.4.0
value = String 2

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.5.0
value = String 1

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.6.0
value String 20a%-21

value String troopa 10.49.21.120
variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.8.0
value = String 20685-20

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.7.0
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M

1"

/I This trap represents a failed AP ping

/I (remote server ping of its 802.11 access point)

1"

I T

I

/I Trap Specific ID: 3221361948

/I note: 32213619482"32 =-1073605348

I

/l Enterprise OID: 1.3.6.1.4.1.311.1.13.1

// .15.80.53.52.70.105.10801.84.114.97.110.115.102.101.114
I

/I enterprise = .iso.org.dod.internet.private.enterprises.microsoft.software.13.1
// .15.80.53.52.70.105.108.101.84.114.97.110.115.102.101.114
I

/I source IP =10.56.2.123

1"

I 1

1

[l Variable: .13.1.9999.1.0

/I value: Hex encoded logical error message from Windows event log
/I Variable: .13.1.9999.6.0

/I value: Date update failure occured

[l Variable: .13.1.9999.7.0

/I value: Logical name and IP address of renseterer

1

[T

Incoming Trap:

generic =6

specific =1073605348

timeStamp = 2867668737

enterprise = .iso.org.dod.internet.private.enterprises.microsoft.software.13.1
.15.80.53.52.70.105.108.101.844.97.110.115.102.101.114

agent =10.56.2.123

source IP =10.56.2.123

community = public

variable = .iso.org.dod.internet.private.empeises.microsoft.software.13.9999.1.0

value = String <0x41><0x50><0x20><0x50><0x69><0x6e><M@E><0x46><0x6
1><0x69><0x6¢><0x65><0x64><0x3a><0x20><0x32><0x30><0x30><0x39><0x2d><0x30><0x36>
<0x2d><0x31><0x30><0x2e><0x20><0x53><0x65><0x72><0x76><0x65><0x72><0x3a><0x20><0
X74><0x72><0x6f><0x6f><0x70><0x61><0x20><0x31><0x30><0x2e><0x34><0x3DxB80x2e><
2><0x31><0x2e><0x31><0x32><0x30><0x2e><0x0d><0x0a>

variable = .iso.org.dod.internet.private.empeises.microsoft.software.13.9999.2.0

value = String SYSTEM

variable = .iso.org.dod.internet.private.empeises.microsoft.software.13.9999.3.0
value = String P54DATASRV

variable = .iso.org.dod.internet.private.empeises.microsoft.software.13.9999.4.0
value =String 1

variable = .iso.org.dod.internet.private.empeises.microsoft.software.13.9999.5.0
value = String 4

variable = .iso.org.dod.internet.private.enpeises.microsoft.software.13.9999.6.0
value = String 20685-10

variable = .iso.org.dod.internet.private.enteiges.microsoft.software.13.9999.7.0
value = Sty troopa 10.49.21.120
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